Abstract-Targeted and destructive nature of strategies used by attackers to break down the system require mitigation approaches with dynamic awareness. Making a right decision, when facing today's sophisticated and dynamic attacks, is one of the most challenging aspects of engineering self-protecting software systems. Inspired by game theory, in this research work, we model the interactions between the attacker and the software system as a two-player game. Using game-theoretic techniques, the selfprotecting software systems is able to: (i) fuse the strategies of attackers into the decision-making model, and (ii) refine the strategies in dynamic attack scenarios by utilizing what has learned from the system's and adversary's interactions. This research introduces a novel decision-making framework with three phases: (i) modeling quality goals aiming at incorporating them into the decision model, (ii) designing game-theoretic techniques in order to build the decision model, and (iii) realizing the decisionmaking engine in the adaptation manager. Modeling quality goals provides the adaptation manager with the knowledgebase required in making a systematic adaptation decision. The framework aims at exhibiting a plug-and-play capability to adapt game-theoretic techniques that suite security goals and requirements of the software.
I. INTRODUCTION
Today's life style is largely dependent on software systems. Securing these systems and their information are a critical concern from personal to governmental scale standpoint. However, the increasing complexity and interconnectivity of software systems makes it difficult to achieve a desired level of security. In these systems, a great challenge for administrators is to select timely and appropriate countermeasures in response to attacks. However, the proactive and dynamic nature of security attacks demands fast reacting adaptive systems that are able to detect and mitigate threats on the fly while ensuring system's security goals of confidentiality, integrity, and availability. SelfProtecting software (SPS) is a response to these demands. The main objective of SPS systems is to satisfy security goals and requirements. An important issue in these systems is how to make adaptation decision as a response to a detected threat or to deviations from security goals and requirements. The aforementioned issue has set the main goal of this PhD research thesis. We aim at providing a novel systematic approach for decision making in self-protecting software systems.
II. STATE-OF-THE-ART RESEARCH
A number of projects in the area of SPS systems is selected and described in this section. These projects are selected on the basis of their impacts and novelties in this area. The surveyed research papers do not generalize all SPS systems. However, they helped us to highlight common patterns and trends in this field of study.
We summarize observations obtained from the study of technical tools and techniques for SPS systems in Table I . The comparison of different techniques in SPS is based on three dimensions: goal/requirement, architecture-layer, and decision making. We must point out that this classification has no intention of being exhaustive. We made the choice to focus on these three main aspects that we identified as key aspects in engineering SPS systems. The result of our comparison yields the following insights.
• Goal/Requirement: All the studied SPS tools and techniques focus on anticipation and prevention of adaptation goals [1] ... [13] , and less or no effort is dedicated to limiting the spread of attack at the time of attack, minimizing the consequences of the attack, or recovering to a trusted state after the attack.
• Architecture-Layer: Architecture-based approaches to selfadaptive systems introduced in [14] and since then has been studied thoroughly in runtime software adaptation. Most research in SPS systems is focused on one specific architecture layer (e.g., [1] and [10] ). This fact limits the knowledge of the system and/or its environment and consequently restricts the mitigating actions through adaptation mechanisms. Information at the network layer is employed in adaptive intrusion detection systems and intrusion prevention systems. Host-layer SPS systems provide antivirus/malware detection. Applicationlayer SPS systems mostly address vulnerabilities that are related to programming language level such as memory buffers and pointers.
• Decision Making: One of the key challenges of feedback control loops in adaptive systems is designing the decisionmaking technique [15] . Classical techniques (e.g., heuristic) are the most used decision-making technique in SPS. Machine learning is employed in a few approaches. However, it is notable that the application of game theory in SPS systems is not yet investigated. Machine learning techniques, such as anomaly detection, are good candidates to address unknown attacks. These techniques are widely used in intrusion detection systems at the network level. Similarly game theory is increasingly applied to network security. The application of game theory in application-level security has not gained the deserved attention. In Application-layer attacks are more sophisticated than network attacks as attackers can dynamically change their strategies to stay hidden from the Intrusion Detection System (IDS). The next section defines our research problem based on the research gaps discussed here.
III. RESEARCH METHODOLOGY
In order to address the limitations of adaptive security methods, we consider the decision-making process in SPS as a two-player game, in which adaptation manager and the attacker are the players that compete with each other over system resources. In this game, the adaptation manager tracks the attackers strategy and reacts according to the changes in their strategy. Rationality of players is an important underlying assumption of the security games which is also considered in our methodology. A high-level context model of our perspective is shown in Fig. 1 . The blue arrows represent that both the adaptation manager and the attacker are able to monitor the state of software and its environment. However, in most cases, adaptation manager has a white-box view of the system, which may not be the case with the attacker. The red arrows represent attackers actions. these can be either in the form of actions that affect the adaptable software directly with the intention of breaking the system down, or the ones that can affect the operating environment and its state. The green arrow represents mitigation actions selected by the adaptation manager and to be executed by or on the adaptable software.
Problem Definition: How to realize the decision-making process in SPS systems with the aid of game-theoretic techniques?
To employ a game-theory technique, we first need to model the payoff of the players (SPS and the attacker). The aim is to incorporate the knowledge gathered from their goals. Modeling the knowledge of the players facilitates interpretation of the relation among various sources of data and the impact of actions that can be taken by each player.
A. The Proposed Framework
To tackle the specified problem, a step-wise research approach is required. Fig. 2 depicts the phases of our proposed framework. • Modeling Goals. In SPS systems, the knowledge incorporated in decision making is not limited to the software itself and its running environment. The users of the system are the potential attackers to the system. Hence, the knowledge that captures the behavior (and ultimately trustworthiness) of users can enhance the quality of decision making. We plan to model the knowledge required by the adaptation manager by exploiting goal-oriented and agent-oriented modeling techniques. These techniques facilitate trade-off analysis among agents' goals and provide a suitable base for dealing with security. Agent-oriented modeling captures the required knowledge not only from the adaptable system's perspective but also from malicious user's perspective. The analysis of these two agents' goals and actions will further facilitate the analysis of security decisions for the decision-making engine in a SPS system.
• Designing Game-Theoretic Mechanism. The second phase of the research is designing the planning process of SPS with the aid of game theory. Game-theory techniques are a natural fit to quantitatively analyze multi-players actions and utilities. They are distinguishable from other techniques in considering the strategy of the opponent when choosing the next action. Hence, game theory aids in trade-off analysis of security countermeasures and possible attacks. Moreover, dynamically adaptive systems must be able to update the runtime model depending on environmental conditions and switch between runtime configurations without disrupting the running system [16] . Hence, the model built in this phase is required to get updated during runtime.
• Realizing Adaptation Manager. The third phase of the research is the development process in order to realize the first two phases. The first step of this phase covers collecting the required information to build the goal-oriented model and map the model to a game-theoretic technique. Next step is to develop the decision-making engine. The last step in this phase includes evaluating and testing the planning process by appropriate test cases.
In the proposed framework, the research objective is to provide decision making at runtime to adapt the system in supporting security goals while incorporating likelihood of an attack.
B. Expected Research Contributions
The objective of the proposed research to the problem of decision making in SPS systems is engineering a framework that helps to realize the planning process in SPS which considers goals and strategies of the system and malicious users in its decision-making engine. The main contributions of the envisioned framework are:
• Incorporating both security and non-security goals: It should allow reasoning about security goals considering other quality goals such as performance, cost, or usability depending on the business goals of the system and hence capturing trade-offs among security and non-security goals • Protecting against various attacks: The decision-making methodology should not be merely specific to a certain type of attack. It should address general decision-making design and development principles for protecting against various types of attacks.
• Using goal-oriented models: The modeled framework should not only consider the goals regarding the adaptable system, but also incorporate the malicious goals of attackers as basis for reasoning in choosing a countermeasure • Addressing dynamic attack strategies: It should not only mitigate the attacks that do not change their strategy, but also prevent complex attacks that change their strategy to stay hidden from the intrusion detection system. • Designing a systematic evaluation approach: The goaloriented model and decision-making mechanism need to be evaluated by various case studies to reason about the effectiveness of the selected strategy during runtime. It is worth mentioning that the main goal of this research is realizing the Planning process of the MAPE-K model and other three processes in the MAPE-K (i.e., Monitoring, Analyzing, and Executing) are not the focus of this research.
IV. THE RESEARCH PROGRESS
The research progress can be enumerated as follows:
• The idea of a holistic and game-theoretic decision-making for adaptive security was discussed in [20] . This article was later selected to be published in the Cyber Security E-Book: Best of TIM Review, Kindle Edition.
• The modeling aspect of self-protecting software systems in our research methodology was presented in Canadian Consor- • Another article discussed the idea of adaptation based on strategy of the attacker and mitigation of attacks considering preferences in quality goals. This position paper was published in Emerging Technologies Track (ETT) in IBM 24th Annual International Conference on Computer Science and Software Engineering [17] .
• Our paper published in [18] elaborates on our study of strategy-aware mitigation using Markov games for dynamic application-layer attacks. In this paper, a simulated case study using MATLAB Simulink was performed to gauge our gametheoretical approach in SPS systems.
• Our latest publication focuses on addressing uncertainty about adversary types in SPS systems using Bayesian game technique [19] . This paper won the Best Student Paper award in IBM 26th Annual International Conference on Computer Science and Software Engineering.
In order to illustrate the plug-and-play capability of our proposed framework in Section III, a summary of the relation of each proposed approach in the published papers to the original framework is provided in Table II. V. FUTURE RESEARCH PLAN The plan for the last year of my PhD is to continue studying other game theoretic techniques (e.g., Stackelberg games) that can be applied to adaptive security in SPS systems. Moreover, I plan to evaluate and publish the proposed Markov Game Decision-Making Engine (MGDME) which combines game theory and reinforcement learning techniques. The proposed decision-making approach learns to select the proper countermeasure as the system evolves. I addition, I plan to evaluate and publish the proposed Strategy-Aware Self-Protection (SASP) approach which is the extension of our position paper [17] . SASP employs the stochastic game technique and incorporates interdependencies among attack and defense strategies using quality goals of the software system in order to to mitigate diverse attack strategies. Currently I work on providing a formal analysis of SASP with the aid of model checking of Stochastic Multiplayer Games (SMGs) [21] using PRISM-games [22] .
